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1 Human-Centred Resilience

Phishing, the “practice of tricking Internet users [. . . ] into revealing per-
sonal or confidential information” (Merriam-Webster n.d.) represents the
most common cybersecurity threat vector, with 83% of all attempted cyberat-
tacks in the United Kingdom being initiated with this technique (Department
for Digital, Culture, Media and Sport 2022). Employees of the organisation
ScottishGlen have been receiving suspicious phishing emails from an as-yet
unidentified source, suspected to be the hacktivist group previously target-
ing the organisation. As a result of these two facts, this report has been
commissioned to review the situation by researching methods of improving
ScottishGlen’s security posture from a human-centred approach.

This process involves a review of the extant literature to isolate both the
methods by which phishing attacks can compromise security, as well as to
what extent uninformed or ignorant employees are a risk to the organisation’s
security posture. Once this review is concluded, evidence-based recommen-
dations will be laid out to deal with this issue. These recommendations will
focus on ScottishGlen’s approaches to reducing the risk posed by humans.

1.1 Human Centred Risks

The threat that phishing attacks pose to the security of ScottishGlen cannot
be understated. The use of deceptive techniques in order to gain sensitive
information, be it from an individual or an organisation, is relatively simple
and therefore commonplace, due to the average person’s reliance on the in-
ternet in the modern era resulting in complacency, according to Muscanell,
Guadagno, and Murphy (2014).

In their paper “Weapons of Influence Misused”, the authors identify six
principles of social influence, which are as follows. Firstly, Liking, the idea
that likeable people are inherently more trustworthy. Next Authority, the
idea that authority figures know better. Scarcity, the principle that “scarce
objects or opportunities are valuable”. Social proof, the idea that individuals
should follow suit if others are doing something. Reciprocity, the concept of
returning the favour. Finally, Commitment and Consistency, the widely-held
belief that if an individual holds to their previous pattern of behaviour, they
are somehow inherently trustworthy. Muscanell et al. contend that malicious
actors, in their terms ‘scammers’, frequently stick to these principles and are
broadly successful when they do so.

A survey conducted by Georgiadou, Mouzakitis, and Askounis (2022)
concludes that Working From Home (WFH), a practice made necessary by
the COVID-19 pandemic, contributed to a significant increase in attempted
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and successful phishing attacks against a more comprehensive array of or-
ganisations. Despite this, the “human factor is still not recognised as a core
element of the cyber security chain” and, as can be seen in Figure 1, more
than half of employees surveyed who were WFH did not receive any security
guidance.

Figure 1: A graph depicting “Security awareness and readiness a. overall
and b. per business domain”, adapted from Georgiadou, Mouzakitis, and

Askounis 2022.

The key findings by Georgiadou et al. show, amongst other things, the
‘violent changes’ that businesses have successfully adapted to in terms of
other COVID-related disruptions do not necessarily extend into the realm of
information security. This highlights the need for organisations, particularly
the ones engaging in WFH, to supply their workers with more robust defences
and educate them on the risks Phishing attacks may present.

In Sebescen and Vitak’s (2017) research article, “Securing the Human”,
an analysis is performed on a set of employees based on three characteristics
(Demographics, Company-Specifics, and Skills-Based), in conjunction with a
selection of risk categories, one of which is phishing. The authors observe that
those in non-technical positions and younger people with less experience are
most prone to phishing attacks. This is congruent with Parker and Flowerday
2020, who found women between 18-25 (young), with lower technical and
security knowledge are more susceptible to phishing, and Li et al. 2020, who
found that faculty and staff at George Mason University in that same age
range were also significantly at-risk, likely due to lack of experience.

2



1.2 Human Centred Recommendations

In order to mitigate the effects of phishing attacks, it is crucial for a human (or
rather employee) centred approach to be taken, in addition to any technical
approaches that may already be in place.

As pointed out in the previous section, demographics play a not insignif-
icant part in the likelihood of any individual being phished. As a result,
the response must also be catered to different demographics, particularly in
terms of both age and technical ability. This is a core finding of literature re-
view “Don’t Click”, authored by Jampen et al. (2020). The authors advocate
for an educational approach, emphasising implementing tools that provide
personalised and regular assessment, with a continuous focus on those who
fail the phishing tests by clicking faux-malicious links, for example. The im-
provement this will provide is clear, as repeated exposure to any given thing
is a proven method of ensuring readiness for it, and the ability of an employee
to spot a malicious link can only improve when this process is undertaken.

This approach, but with additional and particular emphasis on WFH, is
in-line with the recommendations of Georgiadou et al. Their recommenda-
tions are couched in the more holistic “security culture”, which encompasses
active participation in simulations, bolstering employee awareness of cyber-
security irrespective of their technical ability, and generally “exploiting each
opportunity arisen throughout time and space”. Fostering a culture of se-
curity within an organisation, e.g., ensuring information security is at the
forefront of every employee’s mind, reduces the risk of threats across the
board (NPSA 2023).

The password management and cybersecurity platform Dashlane (2020)
provides information regarding “How to Run an Effective Phishing Test at
Work” in their blog post of the same name. This post outlines more specifics
than the previous articles, providing a four-step approach to planning an ef-
fective test. This approach begins with the pre-planning stage, wherein all
employees are trained and notified, and the relevant people are engaged. This
is followed by a planning stage, where a series of emails or other phishing
vectors are developed into a campaign, and no organisation members are
excluded. Following the deployment of this campaign is the post-phishing
stage, where several metrics, such as clickthrough rates, data leaks, and email
reports, are reported on, and employees with less-than-favourable ratings are
given additional, personalised training (in line with Jampen et al.’s recom-
mendations) and high performers are rewarded. Then finally, begin planning
for the following test.

Finally, a further mitigation mechanism that could be employed is
the usage of gamification. As outlined in Wen et al.’s (2019) article,
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“What.Hack”, the application of game-like concepts into cybersecurity ed-
ucation has demonstrably improved participants’ ability to correctly identify
attempted phishing attacks (by 36.7% on average, in this case). In the ar-
ticle, the authors outline a specification for a role-playing game wherein the
player assumes the role of an employee at an organisation reading through
emails and allows the player to allow the email through, mark it as a phishing
attempt, or ask an advisor, as seen in Figure 2. The game provides feedback
when either a correct or incorrect decision is made in the form of an expla-
nation as to why they were right or wrong. The option (and encouragement)
for employees to ask an advisor when they are unsure also aids employees’
comfort in asking for help and benefits the organisation’s security landscape.

Figure 2: The main screen of What.Hack, with different numbered sections
highlighted to show the different UI elements. Adapted from Wen et al.

2019.

In ScottishGlen’s case specifically, as phishing attempts have already been
registered, the mitigations outlined in this section should be implemented as
soon as is feasibly possible; however, the fact that all of the (known) at-
tempts so far have been detected as phishing bodes well for the organisation.
As ScottishGlen changes its operations over time, be it through changing
in size or WFH status, it would be prudent to come back and reevaluate
these mitigations. For example, implementing games or professional simu-
lations may be cost-prohibitive and, therefore, may be out of the reach of
ScottishGlen, depending on its size and income level.
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2 Authentication Design

In addition to the risks posed directly by humans to the organisation, a
security concern of a more technical nature has been identified within Scot-
tishGlen. This concern surrounds the reported lack of authentication on some
internally-facing web applications. This report recognises the convenience of
this approach to the end user and, in devising a solution, will aim to max-
imise the usability and convenience of the new solution whilst ensuring that
ScottishGlen may have confidence in the security of the new solution.

As with the previous section, a literature review will be carried out herein
into the different authentication methods, including the design, implementa-
tion, and concepts associated with authentication schemas. Following this, a
recommendation will be made regarding which authentication schema should
be used, taking into account the positives and negatives of this choice and a
detailed explanation of the implementation, with a specific focus on security
and usability.

2.1 Authentication Mechanisms

Authentication, or “the process of determining whether someone or some-
thing is [. . . ] who or what it says it is” (Shacklett 2021), is accomplished
via three distinct schemas. These are something an individual knows, some-
thing they have, or something they are. Each of these three methods each
have different ideal applications and, in turn, different shortcomings that
mean they are not to be used in given circumstances.

Lal, Prasad, and Farik’s (2016) “A Review Of Authentication Methods”
suggests that biometrics, the what you are schema, is the most secure method
of authentication overall. However, it is vulnerable in some instances, and sp
the usage of Radio Frequency Identification (RFID) cards (part of the what
you have schema) in tandem with passwords and Personal Identification
Numbers (PINs) (what you know) and biometrics will invariably produce
the best outcome from a security perspective.

Rui and Yan (2019), in their literature review “A Survey on Biometric
Authentication”, however, refute this position. They conclude that most ex-
isting biometric authentication techniques need help with many issues pre-
venting them from being a truly workable authentication method in their
current state. The three areas in which they identify issues are security,
privacy, and energy usage.

Regarding the first concern, security, the authors argue that biometrics
can often be spoofed easily through pictures of the target’s face or copies of
their fingerprints. In the second case, they suggest that many of those who
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develop biometric systems “did not take potential attacks into account when
designing their systems”; thus, if they were to be compromised, people’s
personal, immutable data would be forever compromised. Finally, and of
a more immediate concern, Rui and Yan notes that storage and usage of
biometric authentication methods are particularly inefficient and may not be
particularly useful in the case of ScottishGlen.

Regarding passwords (and indeed PINs), which are the most well-known
member of the something you know schema, there are both positives and
negatives to this approach. The positives, as pointed out by Pilson (2015)
in the article “Tightly-Held and Ephemeral Psychometrics”, passwords can
be easy to remember, flexible, disposable, customisable, and, indeed, are the
most common form of authentication today.

The author, however, does recognise the issues with password usage, in
particular the tendency for users (especially non-technical ones) to lean to-
wards weaker passwords to reduce the cognitive burden of remembering them,
and making simple adjustments when forced to change their password, such
as adding a ‘1’ to the end. Additionally, passwords present severe challenges
to those with cognitive difficulties, such as dyslexia (Renaud, Johnson, and
Ophoff 2021), which results in coping strategies, such as making simple pass-
words, that are unsound from a security perspective.

Both papers offer password managers as a partial solution, which is apt,
as many concerns about a tendency towards simple passwords and a lack of
ability to remember them can be alleviated by the generation and storage of
strong passwords that password managers provide. However, these solutions
have their drawbacks. Password managers provide a single point of failure,
resulting in not only the primary issue that, if a user forgets their password
to the password manager, but they are also locked out of everything; many
password managers can be cryptographically unsound, resulting in efficient
brute-forcing methods to be derived (Ziegler et al. 2014). As such, they
would need a secondary form of authentication to ensure a secondary point
of failure before hackers could access the accounts.

Finally, the something that a person has schema could be implemented
in this case. An excellent example of this (to be used with another schema)
is the concept of Two-Factor Authentication (2FA), where you have a phone,
email address, or hardware token. Many rudimentary forms of 2FA currently
send a user attempting to authenticate a short code, typically six digits, to
either an email address or specified phone number through the Short Message
Service (SMS) protocol. This is a problem because if malicious actors have
access to the target email or SMS, they can bypass the 2FA easily (Alharbi
and Alghazzawi 2019). Therefore, a superior option is the authenticator app,
which uses the user’s phone’s existing security measures (PIN, biometrics,
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etc.) to authenticate a user account previously associated with that phone
on account creation. These apps benefit from being more accessible (Lake
2021).

2.2 Authentication Recommendations

Regarding what authentication methods should be implemented in Scottish-
Glen’s case, a mix of a strong password bolstered by a password manager
and 2FA through an authenticator app appears ideal. Figure 3 shows both a
mock-up for the login page with the rules and recommendations for the pass-
words listed underneath (3a), and an example screenshot of what Microsoft’s
Authenticator looks like when authentication is required, (3b). Note that
Figure 3a contains text outlining password rules; this is purely for the ben-
efit of this report and will not be present in the actual login form, as a
malicious actor could use it to enumerate passwords.

(a) An Example Login Page for
ScottishGlen

(b) An example of a sign-in method in
Microsoft Authenticator. Adapted from

Hall 2023

Figure 3: Examples of the recommendations for authentication in the case
of ScottishGlen, a simple login screen and an Authenticator app.

There will be Microsoft Authenticator, which will be integrated into the
(presumably) existing Microsoft suite of services. In this solution, every
employee should have access to a phone that meets the security standards of
ScottishGlen, either their phone or a company phone. This ensures a layer of
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protection for the organisation from malicious intruders attempting to steal
credentials and encompasses the something you have schema. As well as
this, optionally, Authenticator can also cover the something you are schema,
as it has facilities for confirming a user based on the recognised biometrics
within the phone.

The something you know schema will be implemented with a standard
password login form but with strict regulations on the kind of password that
can be created and an overt recommendation that a password manager be
used. If uptake herein is too low, options such as an organisation-wide,
mandated password manager must be explored.
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